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Instructor Contact Information:


1

Email: firoz.khan@bsu.edu
Class Timings: Online Asynchronous
Office Hours: By appointment
Telephone: 54995
Zoom Address: NA

Note: 
· Best way to get a hold of me is via email.
· Please DO NOT use the “Inbox” feature within Canvas to email me.  Email me directly using my email address.
Course Information
Course Description
Provides the student with an understanding of the fundamental tenants of networking and covers the general concepts involved in maintaining a secure network-computing environment. Upon successful completion of this course, students will be able to examine, describe general networking fundamentals and implement basic networking configuration techniques required for known security threats. Lab required. Basic networking knowledge is expected
Prerequisites
ICS 620 or ICS 621
Course Outcomes
Course Goals / Learning Outcomes: At the end of the course, students will
1.	Understand foundations of computer security
2.	Identify and mitigate threats and attacks.
3.	Understand foundations of cryptography.
4.	Identify network security technologies for implementation.
5.	Prepare and anticipate network attacks.
6.	Adopt effective risk management and incidence minimization measures.
Course Modality/Structure
This is an asynchronous online course that will run using Cisco Network Academy (Netacad) and Canvas. You will be required to participate in weekly online discussions and all assignments will be submitted online via Canvas. You need to locate and understand all instructions, follow through on all assignments, and stay on track with due dates. 
The course is designed with weekly activities, discussions, and other forms of communication, organized in modules that will evolve on a weekly basis during the semester, starting with a WEEK 01 module. For each week, there is a summary of activities as a guide on what is required of you each week. Any necessary announcements will be sent by email to each member of the class. 
Discussion posts, due each Friday, will be used towards class participation points and cannot be made up when past due. Your responses to each discussion topic must include the original question(s) and your responses on separate lines for clarity. Failure to do this will attract some point deductions.
A big part of the course content is the 28 modules of the Cisco Networking Academy (NetAcad) curriculum. You can approach me for help during office hours and by email any time during the week. The recommended schedule for completion is given in the Course Schedule section. An abbreviated version of the schedule is contained in this syllabus. We would do our best to meet each due date, but in extreme situations we may need to adjust target dates slightly. You can also work ahead in the NetAcad curriculum (except for exams) if you have time.
There are other assignments, described in the Course Schedule. Some of them involve teamwork. Your engagement in the course is important, and contributes to your grade. That is detailed in the section, Course Assignments and Assessments.
Course Time Commitment
This course will involve significant work in terms of reading, labs, group work, and various other assignments. You will be working on multiple fronts.  You can anticipate that you may be spending a minimum of 6-10 hours per week on our course.  The minimum number of hours may vary based on your academic and professional experience. It is expected that your output will be of the highest and professional quality.
Course Materials
CyberOps Associate at Cisco Networking Academy (NetAcad) learning system, https://netacad.com/ 
No textbook is required.  Course materials are in the NetAcad learning system.
Course Assignments and Assessments
Course Assignments
	Assignment/Exam 
	Points/Percent 

	 Quizzes
	20

	 Lab Exercises 
	25

	 Projects
	25

	 CyberOps Final Exam
	10

	 Misc. Activities (e.g., In-Class Exercises, Reflections, Discussion Boards, Group activities, Presentations, etc.)
	20



[In this table, the percentages are just placeholders. Feel free to adjust it according to your own grading scale.]
	Letter Grade
	Percentage Lower Bound
	
	

	A
	94%
	C
	73%

	A-
	90%
	C-
	70%

	B+
	87%
	D+
	67%

	B
	83%
	D
	63%

	B-
	80%
	D-
	60%

	C+
	77%
	F
	<60%



Course Schedule
	Week of (Year 2025)
	Module from Netacad
	Resources
	Assessment & Items Due

	Week 1
Jan-05
	Module 1,2
	
	

	Week 2
Jan-12
	Module 3
	
	

	Week 3
Jan-19
	Module 4
	
	

	Week 4
Jan-26
	Module 5,6,7
	
	

	Week 5
Feb-02
	Module 8,9,10
	
	

	Week 6
Feb-09
	Module 11,12
	
	

	Week 7
Feb-16
	Module 13,14
	
	

	Week 8
Feb-23
	Module 15,16,17
	
	

	Week 9
Mar-02
	Spring Break
	
	

	Week 10
Mar-09
	Module 18,19,20
	
	

	Week 11
Mar-16
	Module 21
	
	

	Week 12
Mar-23
	Module 22,23
	
	

	Week 13
Mar-30
	Module 24,25
	
	

	Week 14
Apr-06
	Module 26
	
	

	Week 15
Apr-13
	Module 27,28
	
	

	Week 16
Apr-20
	TBA
	
	

	Week 17
Apr-27
	Finals
	
	



Course Statements and Policies
Participation Policy
· This course is designed with weekly activities, discussion, and other forms of regular collaboration and communication.
· It is recommended that you log into your course 3 to 4 times a week and check your official Ball State email account daily to view announcements and prepare for class.
· Complete all assignments, quizzes, tests, and any other activities by the stated due dates.
Feedback Policy
· I will respond to email from your official Ball State email address within 24 hours during week days (Monday-Friday) and within 48 hours on the weekend.
· I will read every discussion post but I will not always personally comment on posts.  
· I will grade your quizzes, assignments, and discussions no later than within 5 business days of submission.
· Contact me directly if you have questions or concerns about your performance in class.
Late Assignment Policy
· All assignments are due by midnight EST/EDT time on the due dates indicated.
· Assignments posted after the indicated due dates will be subject to a decreased letter grade for each day late.
· Internet connectivity and technical issues may occur and impede you from turning in work on time. Turn in work early and often, and set up a back-up plan, such as visiting a local library or borrowing a peer's computer. 
· You have one (1) permitted late assignment to allow for these issues, to which you can turn in one assignment 24 hours late.
· Canvas will not accept assignments for grading after 11:59 pm on the final day of class.
Assignment Submission Policy
· All assignments should be submitted as Word documents with extensions of .doc or .docx unless otherwise indicated in the assignment description.
· Assignments, unless otherwise indicated, should be submitted using the assignment link in the module. 
Grading Policy
It is my policy that appropriate evaluation of your academic performance is an integral part of your learning experience. In the absence of mistake, fraud, bad faith or incompetence, I will be the key decision-maker on the assignment of grades. For information concerning grade appeals, consult the Ball State website.

Group Contract:
A good deal of work will require a group effort; Therefore, we will expect a group contract to be written providing member commitments and requirements. Assessment of the final document includes the compliance of the contract, alignment with academic integrity, and group evaluations. This is to be delivered by the designated group leader to the Canvas-provided link.
Group Evaluation:
Everyone in the research group is required to evaluate their team members and themselves in relation to the course work and contract compliance. Failure to submit the evaluation will impact your final grade by one full letter grade; for example, an A- will become B-, and so on.
Labs:
ICS 621 is a three-credit hour semester class and includes a required lab sequence. The lab commitment will be fulfilled by a combination of structured labs, lab tutorials, and special projects. Each student is required to turn in labs by the assigned due date to get credit for this portion of the class. This is for the student’s learning experience. Failure to attend and turn in all assigned labs will impact the student's overall grade.
Homework & Participation:
Unless explicitly stated, all assignments should be in a professional and APA format.  You may also be assigned some optional exercises that you should perform because it will help you get better at the subject.  We strongly recommend taking the time to work your way through some of these problems to prepare yourself for examinations. They are presented for your further development and practice of the problems with math concepts. Your predecessors have found that practice with the homework set does improve the skills required for test taking and successful course completion.
Assignment Submission
Aside from the main objective of the various assignments, each assignment will have certain generic requirements such as the file naming convention and other requirements.   You must also follow the generic requirements, otherwise you may lose points.

University Policies
Diversity Statement
Ball State University aspires to be a university that attracts and retains a diverse faculty, staff, and student body. We are committed to ensuring that all members of the community are welcome, through valuing the various experiences and worldviews represented at Ball State and among those we serve. We promote a culture of respect and civil discourse as expressed in our Beneficence Pledge and through university resources found here.
Disability Statement
If you need course adaptations or accommodations because of a disability, please contact the instructor of record as soon as possible. Ball State's Disability Services office coordinates services for students with disabilities; documentation of a disability needs to be on file in that office before any accommodations can be provided. Disability Services can be contacted at 765-285-5293 or dsd@bsu.edu.
Attendance
[Faculty are required to establish their own individual attendance policies for their courses and ensure that they communicate these policies through their course syllabi.  
Faculty members should take attendance in all classes—even if they do not assign points for attendance. Faculty may be asked to provide the last date of attendance for a student in association with financial aid requirements.
Guidance for Faculty Drafting an Individual Attendance Policy:
· Course attendance policies are up to the individual faculty but must be consistent with University policies regarding student absences, including for funeral and bereavement leave, jury duty, late course addition, military absences, observance of religious holidays, pregnancy leave, and university advisories.
· Consider field-specific best practices as well as student well-being.
· In general, students are expected to notify all of their instructors once they anticipate being absent for any reason (e.g., funeral) or as soon as possible after the absence begins (e.g., unexpected injury or illness). The student may need to provide documentation to each instructor if requested. Only faculty members can excuse an absence.]
Ball State Academic Ethics
Honesty, trust, and personal responsibility are fundamental attributes of the university community. Academic dishonesty and other forms of academic misconduct threaten the foundation of an institution dedicated to the pursuit of knowledge and will not be tolerated. To maintain its credibility and reputation, and to equitably assign evaluations of scholastic and creative performance, Ball State University is committed to maintaining a climate that upholds and values the highest standards of academic integrity. Visit the complete Student Academic Ethics Policy. 
Plagiarism Policy
Plagiarism is not acceptable, unless otherwise indicated for all assignments, you must work independently by yourself. Sharing of files is not permitted for any reason. 
Potential Violations
Examples of academic integrity violations include but are not limited to: 
· Working with another person on any assignment other than authorized group projects. 
· Sharing or allowing others to access your files, whether done with permission or not. 
· Use or possession of a file created by someone else. 
· Reusing work from another semester, course, or section. 
· Fraudulent submission of work. 
· Using unauthorized materials during Exams. 
· Impersonating someone else or having them impersonate you. 
· Making fraudulent or dishonest statements regarding your work. 
· Soliciting others to complete work for you. 
· Posting course files and resources on study or content sharing websites. 
Plagiarism Detection
The campus subscribes to Turnitin, a plagiarism prevention service, through Canvas. You may need to submit written assignments to Turnitin. Student work will be used for plagiarism detection and for no other purpose. The student may indicate in writing to the instructor that he/she refuses to participate in the plagiarism detection process, in which case the instructor can use other electronic means to verify the originality of their work.  
Proctoring
This course may require the use of the Respondus LockDown Browser and Monitor for online exams. Watch this short video to get a basic understanding of LockDown Browser and the optional webcam feature (which may be required for some exams.) Instructions for obtaining the software can be found in our course. 
Unauthorized collaboration
Unauthorized collaboration on computer assignments and unauthorized access to and use of computer programs, including modifying computer files created by others and representing that work as one’s own. Unless they specifically indicated otherwise, it is expected that students will submit individual, unaided work on homework assignments, exams, and exercises, as well as documentation of sources when used. Any academic misconduct will automatically result in a failing grade for the class and the student will be reported to the University committee on academic misconduct for further disciplinary action.
AI Generated Work
All of us must attribute ideas and resources in our work. As you work on and submit assignments this semester, know that using generative AI tools to complete your assignments is a violation of Ball State’s Academic Ethics Policy unless the AI use is explicitly approved by the faculty member. In general, students may not submit any work generated by an AI program as their own. Doing so is plagiarism. In courses and assignments where AI use is permitted, faculty will have guidelines for that use. Work created outside of those guidelines will be considered an Academic Ethics Policy violation. If a student’s grade is affected by an academic ethics violation, faculty are required to report the violation to the Office of the Vice Provost for Academic Affairs who oversees the Student Academic Ethics policy and maintains records of its violations. More information about the reporting process is available here.
Canvas and Student Privacy
Canvas Accessibility
Canvas provides a user experience that is easy, simple, and intuitive. Special attention has been paid to making Canvas screen-readable. The Rich Content Editor encourages users to create accessible content pages (i.e. text formatting is accomplished using styles). Canvas is designed to allow limited customization of colors and schemes to be accessible for all users. The National Federation of the Blind granted Canvas the Gold Level Web Certification in 2010. 
Find more information by visiting the Canvas Voluntary Product Accessibility Template (VPAT). 
FERPA and Privacy
As a student, your educational records are considered confidential. Under FERPA (Family Educational Rights and Privacy Act), your records are confidential and protected. Under most circumstances, your records will not be released without your written and signed consent. However, some directory information may be released to third parties without your prior consent unless a written request to restrict this is on file. You can learn more about student rights to privacy by reading Ball State's FERPA and Privacy and Protection. 
Video Conferencing Recording
In this class, software may be used to record live class discussions. As a student in this class, your participation in live class discussions may be recorded. These recordings typically will be made available only to students enrolled in the class, to assist those who cannot attend the live session or to serve as a resource for those who would like to review content that was presented. Students who prefer to participate via audio only will be allowed to disable their video camera so only audio will be captured. Students who prefer to listen only must disable their audio capability and visual camera. If you have concerns, please discuss these options with me. 
Academic Support Services
The Learning Center
The Learning Center offers free Tutoring and Academic Coaching for many courses at Ball State. Students can make appointments for online (Zoom) or in-person (NQ 350) appointments. To make an appointment, visit myballstate.bsu.edu and click on “Navigate” in the Academic Tools section, or just go directly to https://bsu.navigate.eab.com. 
Testing accommodations for students with disabilities are available for students who have received the appropriate documentation from Disability Services. Tests may be administered in the Learning Center.   
Supplemental Instruction is available in select courses. If you have an SI leader for your course, that person will provide students with information the first week of school regarding weekly study sessions. For more information about Learning Center programming, visit bsu.edu/learningcenter or call 765-285-1006. Follow us on Instagram: BallStateLC. 
The Writing Center
All writers improve with practice and feedback, so as a student in this course, you are encouraged to use the Writing Center (in Robert Bell 295 during weekdays, Bracken Library First Floor West in the evenings, or online during any of our regularly scheduled hours) to get additional feedback on your writing. 
The Writing Center offers free planning, feedback, and accountability sessions (in person and online) to all students composing essays, reports, reflections, research projects, web content, lesson plans, slideshows, poster presentations, resumes, and other digital or print texts. To schedule a free appointment to discuss your writing, go to http://www.bsu.edu/writingcenter. Online and in-person appointments are available; however, plan ahead because appointments book quickly!
The Basic Needs Hub
If you are having difficulty affording enough food, do not have a safe and reliable place to sleep, and/or experiencing an emergency or crisis, help is available through the Basic Needs Hub.  The Basic Needs Hub has information, resources, and provides individualized support to students.  To talk with a supportive staff member about your experience, receive one on one assistance, or learn more about resources, you can submit a Basic Needs Assistance Form. 
Subject to Change Statement
Note that this syllabus is subject to possible changes in terms of assessment strategy based on possible student feedback or instructor’s observation.  Changes are generally made to support the majority of the students.  If this occurs, you will be notified of these changes in class.  
