
The customer creates their 
shopping cart in CASHNet 
and enters their payment 

information.

The customer is redirected 
to a CASHNet Checkout and 

enters their payment 
information.

The customer creates their 
order in the 3rd party’s web 

site.

The customer clicks on the 
e-mail link using their 

personal (or randomly-
chosen) PC or smartphone.

Cardholder data is sent,
via encrypted connection, 
to HigherOne’s SmartPay 

or Moneris.

Customer accesses 3rd party
web site using their personal

(or randomly-chosen)
PC or smartphone.

Customer receives an e-mail
from Ball State employee.

Customer accesses a CASHNet
Storefront using their personal

(or randomly-chosen)
PC or smartphone.

Card Processed



The employee finds the transaction 
and clicks the “Refund” button to give 

money back to the customer. No 
credit card data is entered or seen.

Ball State employee accesses
CASHNet.

Cardholder data is sent,
via encrypted connection, 
to HigherOne’s SmartPay 

or Moneris.
Card Processed
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