Credit Card Terminals Procedure
Review www.bsu.edu/creditcards for up-to-date information, forms, and procedures.
THROUGHOUT THE YEAR
1. Prior to processing bank cards, ensure that all employees with exposure to credit cards have completed appropriate PCI training.  Submit a list of any new employees to creditcards@bsu.edu for training.  Training dates/times must be recorded to ensure compliance with the University’s Credit/Debit Card Handling Procedure.
2. Identify the secure location where any credit card devices will be stored when not in use.  This location is _____.
3. Identify the guardian(s) of any credit card devices.  Enter names of guardians:  _______
4. Do not share any passwords related to credit card information.
5. Inspect any credit card devices prior to each use, and at least quarterly if not in use.  If any tampering is suspected, do not use the device and contact creditcards@bsu.edu immediately.
6. Verify the identity of any repair personnel prior to allowing access to any credit card devices.  Contact the vendor if there are any doubts.
7. Do not purchase, replace, or order any new equipment without approval from creditcards@bsu.edu.
8. Do not change the connection method of any credit card device without approval from creditcards@bsu.edu.
9. If a device is damaged, destroyed, malfunctioning, or is need of servicing, do not use the device and contact creditcards@bsu.edu immediately.
ANNUALLY
Complete the annual requirements pertaining to:
· Training
· Online forms (SAQ P2PE)
Both of the above can be found on the www.bsu.edu/creditcards website.
QUARTERLY
Submit inspection logs of any credit card devices to creditcards@bsu.edu.
PROCESSING SALES – INFORMATION
1. Review the instructions for using the credit card terminal prior to processing cards.
2. Keep the credit card device in constant view of the device’s guardian.
3. Process EMV cards using the EMV slot (have customers ‘dip’ their cards) instead of swiping the card.
4. Do not manually key cardholder information if the card is present; use the EMV slot instead.
5. Do not touch a customer’s card unless necessary, and keep the card in the customer’s line of sight if doing so.
6. Ensure those entering sales transactions cannot also enter credit transactions.  Supervisors should enter credit transactions.  As well, those reconciling credit card transactions cannot enter credit card transactions.
7. Do not process cash advances or withdrawals.
8. Original sales receipts should be retained for a period of 18 months in case of a chargeback.

CARDHOLDER DATA
1. Personal cardholder information (phone number, driver’s license, etc.) should not be recorded on sales receipts.
2. Long-term retention of sensitive cardholder data (i.e., full account number, card type, card expiration date) whether electronic or on paper is prohibited. Such data must not be retained for a period exceeding two days (and must not be stored over a weekend or holidays).
3. The transaction data must be maintained in a secure environment limited to dependable, trustworthy, and accountable staff. Secure environments include locked drawers, file cabinets in locked offices, and safes. Bank card information may not be stored in a local database or in any electronic format maintained by the university.
4. Retention of card verification codes is prohibited.
5. When recording cardholder information, use the approved ‘Credit Card Authorization Form’ and process the sale immediately.  Upon completion of the sale, redact all but the last four numbers of the card number by physically removing those numbers from the Form (and not by crossing out with a marker).
6. Do not disclose cardholder data to other university employees or any outside party.  
7. Sensitive cardholder data (full account number, card type, expiration date) may be requested through secure fax or mail, but such data should not be accepted or transmitted by other means, such as e-mail or voicemail.

